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Social networking websites that let users connect with friends and acquaintances are an 

increasingly popular online destination for teachers, administrators, and students alike.  The 

increased importance of social networking and its impact on the notion of personal privacy was 

recently highlighted by the Office of the Privacy Commissioner of Canada in a report regarding 

the Facebook website: 

 

Social networking sites are a cultural phenomenon.  In the last five years, the 

popularity of these sites has exploded, with millions of people around the world 

joining them to keep in touch with their friends and family and to meet new 

people.  They represent a dramatic shift in the way people communicate, and their 

use raises interesting questions about long-held views on what it means to have a 

private life or a sense of "privacy". 

 

In an age where it appears almost everyone is leaving their digital footprints 

everywhere, including their views, pictures, beliefs and sometimes romantic 

foibles, our notions of controlling one's personal information … are being 

significantly challenged. 

 

As new technologies continue to change the world in which we live, they can also provide many 

new and positive educational benefits for classroom instruction. However, there is the potential 

for conflict between work and home when using personally owned devices for work purposes, all 

teachers are advised to carefully consider before choosing to use personally owned devices for 

work purposes.  Teachers should be aware that while fulfilling assigned duties at work personal 

files and information about every web page visited may be accessible by the employer and that 

an individual search may be conducted as per existing legislation if there is reasonable belief that 

an employee of the board has violated the law. Arbitration and court decisions have long 

established that employers have the right to monitor employee use of technology and discipline 

for inappropriate use. There is no expectation of privacy as the technology is provided for work 

use. Deleting e-mails or erasing online histories will not remove this material from the 

employers’ scrutiny.  

 

Some Cautionary Tales 

 

I. Teachers Use of E-mail 

 

School districts can reproduce all e-mail correspondence and all sites visited on the internet, 

copies of all materials downloaded and the specific date and time individuals were online at 

various sites. There is NO expectation of privacy when using employer technology (including 

using the internet while at work). So, only e-mail what you would want others to read and treat e-

mail like a postcard. In addition to an employer reading e-mail, others can read the material. E-

mail is not a secure medium.  No personal or sensitive information should be included by e-mail. 

Increasingly, in addition to disciplining employees on the basis on content of e-mail or internet 

use, employers are looking at “theft of time.” 
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E-mail is a legal document like a letter, yet conventions of language are often relaxed. If 

something is time sensitive or if you require a response, do not reply by e-mail. Further, 

confirmation of receipt tracking does not mean that the individual received the e-mail.  If 

someone’s message angers you, take a break before responding.  

 

With the greater use of technology in communication between schools and homes, there is an 

increased expectation that teachers are available at any time. Perception increased by  

 standard e-mail addresses make access with teachers easier ie, 

teachername@SchoolName.ab.ca,  

 student homework assignments listed online and  

 student assignments/marks posted online with passwords.  

 

Creates Potential Problems  

 expectation of immediate response  

 expectation that student assignments and mark calculation will be completed immediately  

 dangers of violating FOIP if material is not fully encrypted.  

 

 

II. Facebook and other Social Media Sites 

 

Increasingly teachers, especially younger colleagues, are connecting with students through social 

applications:  eg, chat rooms, blogs, e-mail communications. The problem that can occur is that 

less formal interactions relative to boundaries often occur  

 less formal language,  

 venture into topics generally not discussed in the classroom and  

 sharing and requesting of private information.  

 departure from the usual teacher−pupil relationship.  

 

Arguably, teachers need to be more judicious online than in the classroom. Comments made 

orally are open to interpretation after the fact. A “slip of the finger” online can be viewed 

repeatedly and used against teachers. Both the statement and the context can be viewed. 
Teachers can be disciplined for conduct outside the workplace. Misconduct online is no different 

than general misconduct in public.  Indeed, misconduct online has greater potential for difficulty 

given the size of the potential audience and ability to be repeatedly previewed.  Web entries are 

unlikely to ever disappear. Embarrassing postings at one site might be removed but likely were 

copied onto other sites. Free speech applies to the point that one is not harming the district’s 

ability to operate; it brings into question the teacher’s role as a teacher and as a role-model; it 

violates professional obligations and; it violates confidentially requirements under law and 

policy. Facebook encourages participants to include place of work in order to link employees of 

the same organization together.  

 

When posting on Facebook, or other social networking sites, teachers need to be judicious as to 

what text or pictures are posted on their site.  Alberta courts have ruled that on-line posting 

which reflect negatively on one’s employer can be grounds for discipline or termination.  One 

also wants to be mindful that posting can be read by others beyond those listed as “friends”. 

Online communication is often seductive in its ability to elicit personal information which may 
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fall outside an appropriate teacher-student relationship. Unfortunately, blogs can be read by 

anyone online. Practice should be that you only place on a blog what you would feel comfortable 

being on the front page of a newspaper.  The web provides instantaneous dissemination of 

information to a potentially global audience. Critical comments about colleagues can give rise to 

charges of unprofessional conduct.  Postings of pictures of students or co-workers can result in a 

violation of privacy laws. Images of you can be manipulated or altered by those who visit the 

material for posting elsewhere. Also, provocative images could give rise to employment 

difficulties. 

 

Some basic suggestions regarding postings on social networking sites are: 

 do not make critical comments about colleagues, the employer or employer policies. 

 ensure that images posted or statements made would not raise concern with the employer 

regarding your “role-modelling” function as a teacher. 

 do not share confidential information about students or their images. 

 do not list students as friends.  

 

 

III. Confiscating Personally Owned Devices 

 

Personal electronic devices (PEDs) have definitely made their way into classrooms, and although 

teachers recognize that PEDs can be excellent teaching and learning tools, there is an appropriate 

time and place for their use. Before confiscating a student’s PED, you are advised to consult with 

your principal and review school and district policy on electronic devices in the school and 

classroom. Do not act outside of policy. If you have authority to seize a PED, be sure to adhere 

to the policy’s parameters. Once you’ve appropriated the PED, it is now in your possession (this 

applies to anything that you confiscate); however, the device still belongs to the student. Secure 

the PED in a safe location. If it is lost while in your possession, you could be responsible for 

replacing it. You should also have a clear return protocol (for example, returning confiscated 

PEDs to the parent). Do not, under any circumstances, search confiscated devices. If you suspect 

a student is engaging in illegal activity on a device, turn the PED over to your principal who, in 

following policy, will (likely) turn the PED over to police. 

 

 

IV. Intellectual Property Rights 

 

Work done in the course of your employment, unless specifically excluded in your contract (ie. 

Universities) or in a collective agreement, is generally considered the property of the employer. 

ie. Your plan book, lesson activities, etc. Many districts have clauses in their contracts of 

employment that reinforce this case law.  The employer holds the intellectual rights, the 

employee retains moral rights. (Moral rights ensure the employer cannot use your creation or 

modify it to damage you). You have intellectual rights to work done on your own time, not 

related to your teaching assignment and without use of district property and therefore would be 

in a position to post this information. 
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V. Rate My Teacher 

 

Rate My Teachers is one of a host of internet sites with anonymous ratings for a number of 

different professions such as university professors, lawyers and doctors.  Rate my Teachers is an 

international website that provides “consumer ratings” of teachers by students and parents. The 

ratings are based on a 1-5 scale, with 1 being never and 5 being always. A person entering the 

site must choose which country they belong to and then select a school and then a teacher from 

that school. One may rate a teacher by simply logging in without establishing an account but in 

order to see all posted ratings by other raters one needs an account. The website also contains 

discussion forums and user comments that can be seen without logging in as an account holder.  

 

The scope of coverage of Alberta schools on Rate My Teachers is very broad. It appears that 

almost all schools from K-12 in Alberta are included on the site, and it is assumed that a large 

proportion of teachers are listed. All ratings posted on Rate My Teachers are anonymous to the 

viewer, however they are not anonymous to the website provider which asks for and collects 

personal information of anyone with an account. Members of the site, including teachers, may 

respond to any particular comment posted about a given teacher. This can be done in two ways: 

a) by simply clicking on the comment in question, or b) by creating a dialogue comment in 

relation to the teacher. Once again the responses are anonymous. 

 

Rate My Teachers does take some internal precautions against defamation, harassment and 

bullying through its Rating Rules which prohibit certain types of comments. Additionally, the 

Rules provide that any threats against teachers, administrators, other students, school property or 

comments that state an intention to harm oneself will be turned over to the proper authorities 

along with the computer IP address. In tandem with the monitoring, users may also flag any 

comments that they feel do not comply with the Rules if the comment made it through the 

screening process and should not have done so. The user flagging the comment must explain 

why the comment does not comply with the Rules; Rate My Teachers will then reconsider 

whether the comment should be posted. Once the Rate My Teachers has reconsidered the 

comment, a check mark will appear beside the comment (or absence of comment if it has been 

deleted) to show that the comment has been reviewed by Rate My Teachers. 

 

The information listed on Rate My Teachers shows a teacher’s name, his or her place of 

employment and opinions about that teacher. Under Alberta’s Personal Information Protection 

Act (PIPA) and the Freedom of Information and Protection of Privacy Act (FOIPPA) these three 

pieces of information constitute personal information. Assuming that Rate My Teachers 

publishes rating information without the consent of the individual teacher, such publication of 

personal information without consent is a breach of our privacy legislation. However, Rate My 

Teachers is not an Alberta organization and as a result the Alberta Office of the Information and 

Privacy Commissioner has no jurisdiction over it. Rate My Teachers is owned and operated by a 

limited liability corporation, MisterMessage LLC, based in the State of California. As such, there 

is no Alberta entity to challenge in our courts or tribunals. The United States has different laws 

than Alberta respecting defamation generally and internet defamation in particular. In the United 

States, federal legislation protects web providers from liability for publishing others’ statements. 

It also provides a constitutional right to anonymity and reduces vicarious liability for the 

statements of others, or what we call “republication”. These laws are laid out on Rate My 
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Teacher under a link entitled “Legal”. While this is not the state of law in Alberta, this legislation 

would apply to any action commenced in California. 

 

To the extent that ratings may appear to be defamatory, it would be very difficult for the 

Association or individual teachers to take legal action against the website or the individuals who 

post comments on the website.   There are several reasons for this: 

(1) The comments are anonymous, making it difficult to identify the proper defendants to a 

legal action; 

(2) Fair comment based on true facts or facts reasonably believed to be true is a strong 

defense to an action in defamation in Canada, and a defendant is usually excused from 

liability for publishing opinions; 

(3) Rate My Teachers is based in California, and Alberta courts have no jurisdiction over it, 

so that any legal action would need to be filed in California; and  

(4) U. S. defamation law is more lenient towards those whose comments injure others than is 

Canadian law. 

 

Where administrators become aware of harassment against teachers or students, they should take 

steps to investigate and remedy the situation, as part of their responsibility under Section 20 of 

the School Act to maintain order and discipline in their schools.  This would also include those 

disguised as ‘evaluations’ or ‘ratings’. A safe learning environment for all school participants 

may be negatively affected by behaviour outside the school or classroom in accessing and 

interacting with internet websites.  Principals should follow the procedures outlined in their 

school’s harassment policy. Investigation is an essential ingredient of an effect harassment 

policy, especially when internet publications are anonymous.  Suspension and expulsion may be 

contemplated in appropriate cases.  

 

 

VI. The Criminal Code of Canada (CCC) and the Internet 

 

Because activities take place on the Internet, this does make them immune from the reach of the 

Criminal Code. Three areas of possible illegal activity on the Internet are: Obscenity, Child 

Pornography, and Hate propaganda. 

 

Obscenity is defined as “any publication whose dominant characteristic is the undue exploitation 

of sex or of sex together with crime, horror, cruelty or violence.” Determination is based upon 

the “community standards test” within the context of the work as a whole. The CCC creates three 

distinct offences for publication of obscene material, distribution of obscene material, and 

knowingly selling or exposing obscene material to public view. Any person transmitting obscene 

material on the Internet could be guilty of the publication offence. 

 

Child Pornography is any visual representation depicting a minor engaged in explicit sexual 

activity; the depiction of the minor’s sexual organs or anal region as its dominant characteristic; 

or the advocating of illegal sexual activity with a minor. The definition is broad enough to 

include any computer simulated child pornography. The CCC prohibits the publication, 

distribution and possession of child pornography.  
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Hate propaganda, the CCC creates three offences: a) advocating or promoting genocide; b) 

inciting hatred against any identifiable group by communicating statements in any public place 

where such incitement is likely to lead to a breach of the peace; and c) willfully promoting hatred 

against an identifiable group by communicating statements other than in private conversation. 

The CCC “does not distinguish between the medium” used therefore communications advocating 

or promoting genocide on “the Net” would apply. 

 

 

Teacher Reminders 

 

1. Employment duties and district policies apply to your activity in cyberspace. 

2. Social media is not a secure or private form of communication. 

3. Set boundaries on the use of social media during school/business hours that fit your 

workplace. 

4. Address representations: are you appropriately representing the district/the profession 

when online? 

5. Your social media/electronic activities will be monitored and reviewed.  

 

 

Members who have questions about the role and responsibilities of teacher assistants, who need 

advice about specific situations please call your Local at 780-455-2164 and ask to speak to a 

Staff Officer. 

 


